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Attack Category

» Privilege Exploitation

Vulnerability Category

Softwar e Context

e Privilege escalation problem
* ISAPI

L ocation

e httpext.h

Description

"Call this method from your ISAPI DLL's
GetExtensionVersion entry point to initiaize this
object.

This method is used to initialize the heaps, threads,
and caches used by this class. It also providesthe
implementation of the GetExtensionVersion entry
point expected by 11S."

- [MSDN Article] "ATL Server Library Reference
- ClsapiExtension::GetExtensionVersion”

- http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/vclib/html/

vclrfCl sapi ExtensionGetExtensionV ersion.asp

Don't create system resources in code that
implements GetExtensionVersion as it executes
with elevated security privileges (SY STEM).Use
GetExtensionVersion only for itsintended purpose,
which is communicating back to I1S the version of
ISAPI that the extension DLL was built to support.

APIs

Function Name Comments

GetExtensionVersion

Method of Attack

Elevation of Privilege

Exception Criteria Unknown
Solutions Solution Solution Solution
Applicability | Description Efficacy
Usethe
DlIMain

entry of your
extension DLL
toinitialize

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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resources,
since it uses the
security token
of the client
request.

SignatureDetails

Examples of Incorrect Code

ClsapiExtension::GetExtensionVersion

BOOL
GetExtensionVersion(HSE_VERSION_INFO*
pVer) throw( );

BOOL

YOURCLASS: : Get Ext ensi onVer si on(
HSE_VERSI ON_| NFO* pVer)

{
/1 Call default inplenentation
for initialization

Base: : Get Ext ensi onVer si on(pVer);

/** NOW do sonet hing ELSE, ot her
than the intended return of

This code runs in a privil eged
node and the
security defaults nmay change */

HANDLE a = CreateThread(
NULL, // default security
attributes

0,

Thr eadPr oc,

pDat a,

0,

&dwThreadl d[i]);

...

return TRUE;
}

Examples of Corrected Code

/* Copyright 1999-2004 The Apache
Sof t war e Foundati on

*

* Licensed under the Apache

Li cense, Version 2.0 (the

"Li cense");

* you may not use this file
except in conpliance with the

Li cense.

* You nmay obtain a copy of the

Li cense at

*

* http://ww. apache. org/licenses/
LI CENSE- 2.0

*
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* Unl ess required by applicable
| aw or agreed to in witing,
sof t war e

* distributed under the License
is distributed on an "AS | S"
BASI S,

* W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either
express or inplied.

* See the License for the

speci fic | anguage governi ng
perm ssi ons and

* limtations under the License.
*/

ER R R b S b S R S R I R S I I R S I S

*

* | SAPI Modul e Cache handling
section

*

kkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkh*k

/* Qur isapi global config val ues
*/

static struct isapi_global _conf {
apr_pool t *pool;

apr_thread nmutex_t *| ock;

apr _hash_t *hash;

} | oaded;

/* Qur | oaded isapi nodul e
description structure */

struct isapi_|oaded {

const char *fil enane;
apr_thread rw ock t *in_progress;
apr_status_t last _|oad rv;

apr _time_t last _|oad tine;

apr _dso_handl e_t *handl e;

HSE VERSI ON | NFO *i sapi _version
apr_uint32 t report_version
apr_uint32_t tinmeout;
PFN_GETEXTENSI ONVERSI ON

Cet Ext ensi onVer si on
PFN_HTTPEXTENSI ONPROC

Ht t pExt ensi onPr oc;

PFN_TERM NATEEXTENSI ON

Ter m nat eExt ensi on

1

static apr_status_t

i sapi _unl oad(i sapi _| oaded *i sa,
int force)

{
/* Al done with the DLL... get
ridof it...

*

k ok kkkkkk Kk

k ok kkkkkkKk:
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* | f optionally cached, and we
weren't asked to force the unl oad,
* pass HSE TERM ADVI SORY_UNLQAD,
and if it returns 1, unl oad,

* otherwise, leave it alone (it
didn't choose to cooperate.)

*/

if (!isa->handle) {

return APR_SUCCESS;

}
if (isa->Term nateExtension) {
if (force) {

(*i sa->Ter m nat eExt ensi on)
(HSE_TERM MUST _UNLQAD) ;

}
else if (!(*isa-

>Ter m nat eExt ensi on)
(HSE_TERM ADVI SORY_UNLQAD)) {
return APR _EGENERAL,;

}
}
apr _dso_unl oad(i sa->handl e) ;
i sa->handl e = NULL;
return APR_SUCCESS;

}

static apr_status_t

cl eanup_i sapi (void *isa )
{
i sapi _| oaded* isa =
(i sapi _| oaded*) isa_;

/* W nust force the nodule to
unl oad, we are about

* to lose the isapi structure's
all ocation entirely.

*/

return isapi_unload(isa, 1);

}

static apr_status_t

i sapi _| oad(apr_pool t *p,
server_rec *s, isapi_|oaded *isa)
{

apr_status_t rv;

i sa->i sapi _version
= apr_pcal | oc(p,
si zeof (HSE_VERSI ON_| NFO) ) ;

/* TODO. These aught to becone
overri deabl e, so that we

* assure a given isapi can be
fooled into behaving well.

*
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* The tricky bit, they aren't
really a per-dir sort of

* config, they will always be
constant across every

* reference to the .dll no matter
what context (vhost,

* | ocation, etc) they apply to.
*/

i sa->report_version = MAKELONGE O,
5); /* Revision 5.0 */

i sa->ti meout = 300 * 1000000; /*
m crosecs, not used */

rv = apr_dso_| oad( & sa->handl e,
i sa->fil enanme, p);

if (rv)

{
ap_l og_error ( APLOG_MARK,

APLOG ERR, rv, s,

"|SAPlI: failed to | oad %", isa-
>fil enane);

i sa->handl e = NULL;

return rv;

}

rv = apr_dso_syn((voi d**) & sa-
>Cet Ext ensi onVer si on, i sa->handl e,
" Get Ext ensi onVer si on") ;

if (rv)

{
ap_l og_error ( APLOG_MARK,
APLOG ERR, rv, s,

"I SAPI : m ssing

Get Ext ensi onVersion() in %",
i sa->fil enane);

apr _dso_unl oad(i sa->handl e) ;
i sa->handl e = NULL;

return rv;

}

rv = apr_dso_syn((voi d**) & sa-
>Ht t pExt ensi onProc, isa->handl e,
"Ht t pExt ensi onProc");

if (rv)

{
ap_l og_error ( APLOG_MARK,
APLOG ERR, rv, s,

"I SAPI : m ssing

Ht t pExt ensi onProc() in %",
i sa->fil enane);

apr _dso_unl oad(i sa->handl e) ;
i sa->handl e = NULL;

return rv;

}
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/* Term nateExtension() is an
optional interface */

rv = apr_dso_syn((voi d**) & sa-
>Ter m nat eExt ensi on, i sa->handl e,
"Ter m nat eExt ensi on") ;

Set Last Error(0);

/* Run Get Ext ensi onVersion() */
if (!(isa->GetExtensionVersion)
(i sa->isapi _version)) {
apr_status_t rv =

apr_get _os_error();

ap_l og_error ( APLOG_MARK,

APLOG ERR, rv, s,

"I SAPI: failed call to

Get Ext ensi onVersion() in %",

i sa->fil enane);

apr _dso_unl oad(i sa->handl e) ;

i sa->handl e = NULL;

return rv;

}

Sour ce Reference http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/vclib/html/

vclrfCl sapi ExtensionGetExtensionV ersion.asp
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Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages « C
o CH++
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